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%PREFACE

A Concept Evaluation Program (CEP) test of the Ported-Coax Inter;-r Sensor (PINTS) was

conducted during June 1987 at Eglin Air Force Base (AFB), Florida. Numerous false alarms
(alarms due to no apparent cause when no intrusion or tampering was being attempted) were
observed during the CEP test. A technical engineering investigation team was formed, whose prime

objective was to determine the cause(s) of the high number of false alarms using the exact test setup
used during the CEP test. The investigation team was comprised of representatives of the Belvoir
Research, Development and Engineering Center's (BRDEC) Physical Security Equipment Division
(PSED), EG&G Energy Measurements, Inc., and Computing Devices (COMDEV) Company.

The high false alarm rate (FAR) experienced during CEP testing at Eglin AFB was not typical of the

periormance demonstrated by the PINTS during any of the previous tests. The prime objective of
this report is to summarize the findings and results of the investigation team and to make
recommendations for enhancing sensor performance. This will be accomplished by: summarizing

the factors initially believed to be possible sources of the high FAR; summarizing the investigation
techniques and the results of the investigation to determine the FAR sources; giving a brief

conclusion based on the results of the test and analysis; and making recommendations for enhancing
sensor performance.

Although results obtained during CEP testing at the Eglin AFB test facility initially failed to achieve

expected levels of false alarm rate (FAR) performance, the subsequent engineering investigation test
rcsuits analysis and many hours of detailed additional testing and data analysis have positively
identified the source of the high FAR problem. All test results that were analyzed indicate that the

high FAR problem could have been avoided or at least minimized by the use of an adequate

Selection, Application, and Installation Guide (SAIG).
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SECTION I. INTRODUCTION

TEST PURPOSE

The Ported-Coax Interior Sensor (PINTS) is a Group Ill Advanced Facility Intrusion Detection
System (AFIDS) component. The mission essential function for the PINTS is to provide interior
intrusion detection sensing. The sensor must offer flexibility of configuration to meet a variety of
installation requirements. The sensor must also provide a high Probability of Detection (Pd) and a
very low False Alarm Rate/Nuisance Alarm Rate (FAR/NAR) in order to be effective.

The PINTS consists of a Sensor Electronic Unit (SEU), a stimulus, and a Sensor Transducer Set
(STS) (Figure 1). The STS consists of up to four pairs of ported coaxial transmit and receive
transducer cables that define the detection zone (Figure 2). The SEU provides the necessary
processing electronics to detect intrusions and to interface with the FIDS for power and alarm

N: communications. The stimulus allows the FIDS to effect an end-around test of the sensor.

One of the major features of the PINTS is its configuration flexibility. With up to four independent
cable pairs, the PINTS can be configured to provide a variety of optional detection zone geometries.
Since the detection zones are defined by the spacing, location, and length of the transducer cables,
the PINTS can be thought of as a user-configurable guided radar sensor. Major benefits of guided
radar operation are:

" Guided detection zone,
" Confined detection zone, and
' User adaptability.

Another key feature of the PINTS is its VHF operation, which provides optimal detection of humans
and high rejection of common FAR/NAR sources such as vibration and small animals. The PINTS
is capable of operation in the presence of other FIDS sensors without mutual interference.

The PINTS is an international development program jointed funded by the Canadian Department of
Regional Industrial Expansion (DRIE) under the US/Canadian Defense Development Sharing
Agreement. A joint project agreement has been entered into by the US Army and the Canadian
Government. The project agreement identified three development phases for the PINTS program:

- Phase I - Feasibility Test and Evaluation (successfully completed)

- Phase II - Advanced Development (nearing completion)

0 Phase III - Full Scalq Development (plar~ned for initiation in FY88 following the successful
completion of Phase II).

,NVV,.
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During Phase I, Engineering Development Testing (EDT) was conducted. During these tests a

functional PINTS model and laboratory test equipment were employed. Phase II testing included

verification of the PINTS Pd, NAR simulations, and FAR monitoring. These tests were conducted

at Fort Belvoir Research, Development and Engineering Center (BRDEC) and witnessed by the US

S Army Test and Evaluation Command (TECOM) personnel as Developmental Test - I (DT-I)

,. utilizing two PINTS Brassboard, Advanced Development Models produced under the Phase II

contract. Adversary tests were also conducted at the Center during IQFY87 and witnessed by
TECOM personnel. A Concept Evaluation Program (CEP) test was conducted at Eglin AFB,

.during 3QFY87. All of the user representative's (The United States Army Military Police
School (USAMPS)) critical issues, as well as non-critical issues, were tested. A review of the test

-i repe"t from the tester (The United States Army Infantry Board (USAIB)) indicates that an excessive

VAR precluded the collection of certain required data. Results of the test showed that the high FAR

made it difficult to answer the performance issues, but the reliability, availability, and

mintainability (RAM) and safety issues were answered satisfactorily. CEP test results were

igniicantly different than test results obtained prior to the CEP test. A subsequent engineering

l.- -igation led by the material developer (BRDEC) and conducted in September 1987, identified

the causes of the excessive alarm rate. Under the direction of the material developer, the

* Eng'.eering Investigation Team was organized to determine the cause(s) of the excessive FARs and

re ,"-mmend corrective measures to restore proper performance of the PINTS installed at Eglin AFB.

TF F DURATION AND LOCATION

, The J'ngineering Investigation Team conducted an investigation of the PINTS as installed in

Building 975 located on Eglin AFB (Eglin Main) during September 1987. The investigation

consisted of Electromagnetic Interference/Radio-Frequency Interference (EMI/RFI) testing;

examining the sensor electronic unit and transducer cables; and examining the PINTS as deployed in

Building 975. The Air Force provided military personnel for system operators, and civilian contract

personnel from Radio Corporation of America (RCA) for system installation, maintenance, and data

collection. The investigation team of BRDEC, EG&G, and Computing Devices Corporation

(COMDEV) identified and individually tested for possible FAR sources. Each of the suspected

sources of high FAR were individually isolated and evaluated as follows:

~-.'- S Sensor hardware integrity

* Internally/self-generated FAR alarms

* * External EMI sources

* Local traffic/phenomena near facility outside detection zone.

. Events occurring within the detection zone

- Installation techniques and procedures.
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* SECTION 11. INV'ESTIGAI 10',

ilk: r,.,arx oh ectives of' the i eng(incering invc'iti n01 wCrt: kt dc!i i I I Iic I~ I N

" ',.R/FAR rate w ith the exact test Setup as as uIsed fof the CLjj ttcsI Ahd to reCC ii i

MCN.1o t'or enhancinei SeflsOi Dert'ormance ;n Spc iAi 1r;eCt l-acjlhv. BI1iiiIlnL. 1)' >slt

GELN F.RAL I [Si I)FPS(RIPI'1 )'

[he instaled P1INT'S in 13 uIlding 975 was reactivated wxith all s ne. adlenCadn
Lot c ,rit)v the pres tously established data baseline. The verific3tin ot 1da'.a hlisc, hlne '0. 11 11W.

insuIre Identical sensor performance had been achieved. Once the senw prrinoi.a
aont rnled. the Sensor Electronic Unit (SEU) was tested to con fi r'1n ;nope o 01W-d"07 0a I on

suhisernhlis.An in depth investigation of the transducer cable, "a ihn pef ie.I

alarmi gtenerating mechanisms were identified and examined in detal d i ' tht- II VeStIi,,! 1, .

tests1 Were accomnpli,,hed w ithotit destroying the original cable Contiguratioi .K P.
cce FIl-v , and 4).

TIhe- PNN 1 S kas, 1,stalled as patrt of the base security systeml to ~Irotc, t Ohw Spcctai P ('t)1,- 1

[gIun Main. The sensor was interfaced with a FIDS control unit (1.t ek i i lkL
B u Li, )7.5. The CU~ was connected to the LIDS console locatcd I ihK Pc iiI tl: , c4 ilfedtitlarters, Building 272.

BAS[INEI lVI TESTING

ic tii I N!of dna collectecd ' CTICILd atlelie And that tHe tWilLfi' ItloIC (t the- PIN ~S
insil11ed 'li-ng t~le CEP test. The PINTIS was broughtt on line aiid 1nu.d'I!cd .5 itl :;]L 1:1i

for a, toalJ of' 30) hours,. RCA personnel provided one StLin11p-Sittel 1tdai!a Cclolto poASMtOIle'

Bi iling 975- and also one stunip-sitter located at Buil1ding 272. V.S Ai!r I ower LNtili I-

vk1I 9h,- ()pe;at on of [thc [HS con ole (con 51,( )[c prator) and piwsiJdhicp r t t

Ia' t e dun, thi s nmonitorin g Period. Thc Conlsole operatoir reptie o all test oI"
ke. bo),rd ackn~owxledee only. IData collectors rotc .!ll alarms. in-,, ouiv,-; ,t outswc ,'tII*,,1,.

.. 'V x catused ain alarm :o he ci ae :1?"! tllcd the co~ur;~~n l

);1- ;ch'tI ot each daN of' testaiC k": Ic ~ o-,1" 10 CI 3't l.ti' i- tinc NY

1'.' tt 1;:.. e~(Iij~l &l 4 1t csitt L11W c(nI2IOl\' c.Itit' tie 1k..' pvt' dat e1,
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0
On) the thud dx (tf monitoring, the team requested the services of a monitoring EM RFI van,

.:ipd peki , A? m analyzers and associated RF measuring equipment, to measure and record
Owe FMI/M i e"ironnlent at Building 975. Data was collected, using the EMI/RFI van, over a

t In.Iod of severi dis in an attempt to correlate FAR/NAR alarms to specific spectral activity. A
,rectruim analy,ei was also set up inside the building and Zones 1, 2, and 3 were monitored.

Fi.tzure 5 shows the original cable configuration for Zones 1 and 2, located in the large room, aild

Zone 3 located in the small room.

Test Results

During this test period, a significant number of false alarms were observed and logged. All settings

were recorded arid the original baseline data was verified. Although a significant number of false

alarms were observed, io conclusive correlation to external EMI events could be determined. The

spectrum analyzer used inside the building demonstrated that the PINTS transmitter was stable
during the monitoing period.

SENSOR HlARDWARE INVESTIGATION

Test Description

An in-depth investigation of the sensor hardware including cables was performed without disturbing
the original settings and configurations. The team conducted a visual inspection of the detection
zones and the SEt to verify compliance with the original settings and configurations. The

- installation was inspected by the team for the following types of conditions:

* Suspected cahle damage

, Physical chanc to the SEU

,- • SEU io CU interconnection damage

0 Daniace to .Sinidus Unit

S* 7nauthmoW iz ,(nges in the secured area conditions which may have rendered the system

N. l st Resilt

1, , , t r : ..r :Able connector for the receive cable (Rx3), when disturbed or displaced.

,,tao C,_ ,i , Ari'!i The cable end was cut and repaired with a new connector. The team also
u._i c,:ovcrcd tlhit, ,1. one of three stimuli (PINTS) was functioning and that the cable pair in the

iimall room. tr.ri, mit (Tx) and receive (Rx3) (Zone 3), seemed to be more sensitive than the c.hcr
Cahlc, pair-, i,lctiJ in the large room. Stimuli located in Zones I and 2 were repaired and operated

I' a hiph lttc of confidence. Data collected and observed during this test period were recorded

8
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and analyzed by the investigation team. It was decided by the team that the alarms caused by the
connector and stimulus did not have a major impact on the high FAR rate. A test for internally self-

generated false alarms for the SEU was conducted. The results of this test clearly indicated that the
PAR source was not internally or control link generated (see Appendix A).

A )CAI ENV IRONMENT OR PHENOMENA NEAR FACILITY OUTSIDE PINTS
!)FUECTION ZONES

'.'J Description

% t- <t consisted of generating and monitoring external events outside the building such as human
I t i ities (movmenlent), aircraft taxiing nearby, vehicular traffic, and the movement of various

0,111dng sih:t_.ics. The purpose of this test was to correlate these activities with alarm occurrences.

",p .<O'rs were .stationcd outside the building with two-way radios to monitor the outside events
,[Y to relav the status of the events to the stump-sitters on the inside of the building. Human

"_.& it; s such as mowing the gra's, walking and running around the building, tapping on the outer
, s, . and vents, were conducted. Several vehicles of different types were used to drive

'e ,n I the building and on the local access road. Several hours of data were collected from aircraft
, , il a neahy taxiway. The opening and closing of exterior and interior doors was also

.7 ,<-Icd as part of this test in an attempt to create nuisance alarms. A simulated external
"ntional jamming of the PINTS was performed by using an RF signal generator and antenna.
i tennas %',ere located outside and inside of the test facility.

'he first part of this test was conducted with the PINTS interfaced to the FIDS console and the later

npirt was conducted with the PINTS connected to the FIDS simulator (see Figure 6). Most of the
data collection during this investigation was accomplished with the PINTS interfaced with the FIDS

m ;mtlator. The PINTS FIDS I/0 Simulator (F1DSIM) is a piece of test equipment designed for

,: ig and pioving the design of the PINTS.

7'.nalog data were collected and stored on an analog chart recorder. A four-channel analog recorder

was used to tape the analog signal from the test port of the FIDSIM. The FIDSIM was connected
* internally to the PINTS electronics units which allowed the PINTS to communicate with the

FIDSIM directly.

lest Results

Several events were performed and monitored in an attempt to correlate the external local
'nvironment or phenomena near the test site to FAR/NAR alarms Most of the events and activities

.,'cre pc formed during the day and stump-sitters (data collectors) were provided for monitoring the
local environment during non-duty hours. Data collected during overnight monitoring were

. ,.1 ,,ed arid evaluated the following day. All data collected were analyzed and evaluated by the

10
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(A) PINTS INTERFACED WITH CONTROL UNIT AND FIDS CONSOLE
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ELECTRONIC
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(B) PINTS INTERFACED WITH FIDS SIMULATOR

-- DENOTES CABLE WITH POWER & DATA
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-" - DENOTES TERMINATION AT END OF CABLE

Figure 6. Major Functional Components of the PINTS and Interfaces
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I.

o,)urS of N \R data v.cic .,tain:d during this test period which included high wind and
i;'itall. Nei.rhCr simt.0:e:-d :tual events consistently produced alarms. A review of the

,v the Investgati(,' Eer : , eveald .t le or no correlation between external environmental
or phenoena to i' .,\I'AR darni. Therefore, it was concluded that local external

'..... itr' phenomena wcve ert t ljor cause(s) of the high FAR/NAR.

--, , : .,RONMEN OR P!N("IKN- WITHIN DETECTION ZONES

I tUtriptiliai

S'IT'i? ,erection zoneL for Building 975 were located in two rooms. The original configuration

I' of ,ones I and 2 located in the large room, and Zone 3 located in the small room. The

1-.,ri t cables for each zone were located above a suspended metallic ceiling structure
-, tigure 7). The receive cables, for the original configuration, were embedded in the concrete
"., fhe PIN TS was connected to the FIDSIM for power and data communication during this test.

i analog chart recorder was also used for data collection and storage.

SLr,,t series Of rests involved reversing the transmit and receive cables (Tx reversed to floor and
-:'versed to ce ii: ). This procedure was accomplished by reversing the transmit and receive

cables at the SEU for all zones. Data was collected with the reversed cable set up to include day and
, iht monitoring and detection for human intruders. The investigation team reviewed the data and
-termined that there was no major change in the FAR rate and detection capability. Since no major

ch'mnge in performance was noted, the cables were reversed to their original configuration.

* "I he second series of tests involved gathering data from a controlled and stable environment. The

' crtection zones in the large room were reconfigured (see Figure 8). The new transmit (Txl) cable
, the center cable embedded in the floor and the new receive (Rxl) cable was the outer perimeter

S -.!,edded in the floor. Several causes of false alarms were postulated by EG&G (see Appendix B)

'" ., are listed be!ow:

- The introduction, removal, or change in length of any electrical conductor within the PINTS RF
field will disturb the field and cause a change in the RF energy received by the PINTS. These

conductors act as passive antenna elements (Antenna Effect). If the energy change were large

.- enough, the PINTS would be expected to alarm.

e 0 ,'_ecal noise (EMI) may have been a cause of the false alarms.

a' * Large, unbalanced current flows can affect the magnetic properties of nearby ferromagnetic
materials, changing their permeability (for example, steel conduit protecting AC wiring). If the

ferromagnetic materials were within the PINTS RF field, then varying load currents could
!1 produce a varying effect on the PINTS RF field.

12
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...... ... ... . i*.*.

IEMBEDDED IN FLOOR

Figure 7. Transmit Cables Above Suspended Ceiling
Receive Cables Embedded in Concrete Floor
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Various tests were conducted with the new configuration to demonstrate the possible phenomena

that could cause(s) the unpredictable high FAR rate. These tests are covered in depth in

Appcndix B.

ITest Results

The new cable configuration (the floor pair) proved to be the most stable configuration achieved and
was monitored undisturbed for a total of 84 hours (see Table 1). During this monitoring period,

only one false alarm was observed and recorded.

Table 1. Analog Output Noise Comparison Chart

NOISE LEVEL COMPARISON BETK, EEN
ZONES 2,3, AND 4 OF SMALL ROOM,
BUILDING 975, EGLIN AFB, FLORIDA

.J.

ZONE3 ZONE4 ZONE2

0 RECORD Rx 16" Rx 4' Rx 7'
NUM'OER FROM CEILING FROM CEILING FROM CEILING

(mV) (mV) (my)

1 40 120 570

2 20 20 60
% 3 50 20 1

4 80 60 1
5 60 1 40

6 150 60 40
S780 10 21

8 200 40 20
" 9 130 60 4(0

lo 1t 901-100 40 1 -10

1180 80 20

12 140 20 40
0,, 13 360 20 4(0

,,.:14 140 100 40
""15 220-420 20-50 10-40

16. 200 90
<-."17 240 40 30

NOTE: Transmit cable: Horseshoe configuration embedded in floor

mV = millivolt
Rx = receive cable

0

a. 15
p.%
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.. There were at least two possible sources of the Antenna Effect present in Building 975. The first

was the suspended-grid ceiling, and the other was electrical equipment wiring such as switches,

thermostats, and telephone equipment. All of these sources were located within the PINTS RF field.

The Antenna Effect was found to be a very significant problem. The installation of the PINTS cable

L aused the suspended ceiling to be the primary contributor to the Antenna Effect (see Figure 7). It

was constructed of hundreds of metallic elements, each approximately 2 feet in length, and each

capable of making electrical contact with other elements. The PINTS 60MHz carrier frequency has

a corresponding wavelength of 16 feet and a 2 foot conductor (one-eight wavelength) could easily

perform as an antenna element. The team conducted several experiments to produce a force on the

ceiling in an attempt to cause the PINTS to alarm. The investigation team had great success in

causing the system to alarm by applying very small forces to the ceiling. Normal temperature and
pressure changes could also exert a small force on the ceiling which could cause the system to

alarm. Electrical appliances or AC wiring to such appliances within the PINTS RF field were

observed to cause alarms when the appliances' thermostats changed state, whether or not AC power

was applied. Also, telephone equipment within the PINTS RF field was observed to cause alarms.

K "Telephone equipment included line-connect relays which, when actuated, changed the lengths of

m eny conductors in tile ouilding.

ISOLATION OF CEILING FROM DETECTION ZONES

Test Description

After extensive data collection and analysis, it was determined by the investigation team that the

most significant cause of the high FAR/NAR rate was due to the Antenna Effect in which the

suspended ceiling was the major contributor. An attempt was made by the team to isolate the

- detection zones from the suspended ceiling. The following are the different zone configurations

used in an attempt to isolate the detection zones from the suspended ceiling:

1. The first configuration was to create a detection zone inches below the suspended ceiling. A

new receive cable (Rx3) was taped to the walls in the small room 16 inches below the suspended

ceiling (see Figure 9). Transmit cable (Tx3), embedded in the floor in the small room, was
* remapped to communicate with Rx3. This pair was referred to as Zone 3.

2. The next configuration was to deploy another cable approximately 3 feet below the suspended

ceiling. This receive cable (Rx4) was taped to the walls in the small room. Tx3 was also used to

communicate with Rx4 (see Figure 9). This cable pair was referred to as Zone 4.

3. The third configuration was to create a zone approximately 1 foot from the floor. Receive cable

Rx2 was taped on the walls approximately 7 feet from the ceiling in the small room. A new transmit
(Tx2) cable was also taped to the floor in the small room and was mapped to transmit to Rx2 as

• Zone 2 (see Figure 9).
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Figure 9. Small Room Cable Configuration
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4. The final configuration that was deployed in the small room was a floor pair. Transmit cable
K' (Tx2) was taped to the floor and was remapped to communicate to receive cable (Rx3) embedded in

the floor (see Figure 10). This pair created a new Zone 2 in the small room.

5. The final configuration designed for the large room was also a floor pair. A new cable was
installed parallel to the embedded perimeter as receive cable (Rxl). The embedded cable in the
center of the room was remapped to receive cable (Rx2). Rxl was taped appr",imately 2 feet
toward the center of the room from Txl (see Figurell). Transmit cable #1 (T..:, ,,,as the embedded
p(, irneter cable. Tx I and Rx I was Zone 1, and Tx I and Rx2 became Zone 2.

FAR/NAR and intrusion data were collected from the wall pair cables (Zones 2, 3, and 4)
simultaneously in the small room. A comparison of the analog output was made of the collected
data (see Table 2).

i iddition to the FAR sources already identified, the team also investigated alarms that were
tIrring in the vicinity of the small room, and appeared to be due to a very sensitive HOT, lead-in.
electric hand drill was used in an attempt to isolate the problem. The electric hand drill, placed

* 0 0)ut 12 inches from the PINTS SEUs, caused alarms on several zones in the small room. Several
; !ferent measurements were taken with the hand drill in the protected zones in the small room. As

th" drill approached the SEU, the analog response increased for the detection zone.

I ,st Results

.. A! data was analyzed and evaluated by the investigation team. A comparison chart was compiled
to compare the collected analog output data obtained from the floor and wall cable pairs. Data
collected during this testing series supported the theory that the suspended ceiling was the main
c,tributor to the high FAR rate. The analog output readings collected during the monitoring period
f, -he same event, seemed to be much lower for the cable zones farther away from the suspendeda",

- ng (see Figure 13). Also, in accordance with data collected, the floor pair exhibited greater
stability than any other configuration tested. A floor pair was designed for the small room and only
one false alarm was reported during this test period. The floor pair configured for the large room
reported no false alarm during the monitoring periods. The response to human motion (in terms of
analog output) was much greater, and floor coverage for the room was greatly improved. COMDEV
consulted with the designeur of the PINTS cables and concluded that the HOT lead-in problems
associated in the small room were likely arising from field coupling mechanisms that effectively
made the lead-in HOT (sensitive) and extended the detection zone outside the room, thus allowing
other sources, such as the water cooler and air conditioner, to generate alarms. Ferrite beads were
..,d to deaden the HOT lead-in on the cables. The HOT lead-in problems only existed in the small

room.
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Table 2. Data Collected for Different Cable Configurations
for Large and Small Rooms

L4RGE ROOM ALARM DATA

MAXIMUM| SEU
CABLE ARRANGEMENT BACKGROUND THRESHOLD

Tx. Rx HOURS ALARMS (mV) (mV)

Center Ceiling-Center Floor 20.5 0 180 300

Center Floor-Center Ceiling 66.5 0 240 300

Horseshoe Ceiling-Horseshoe Floor 20.5 0 570 898

Horseshoe Floor-Horseshoe Ceiling 66.5 0 460 0.9

Center Embedded- Horseshoe Embedded 84.5 1 < 2( 35

Horse:,hoe Embedded-Horseshoe Taped 27 0 <5 100

Horseshoe Embedded-Center Embedded 27 0 <5 100
4.".

SMAII ROOM ALARM DATA

MAXIMUM SEU

CABLE ARRANGEMENT BACKGROUND THRESHOLD
Tx - Rx HOURS ALARMS (MV) (mV)

Horseshoe Ceiling-Horseshoe Embedded 20.5 6 6Q40 798

Horseshoe Embedded-Horseshoe Ceiling 141 28 760 793

,H/S Embedded-Wall 16" Front Ceiling 171.5 46 360 4,,

Center Taped- 16" Front Ceiling 13.5 4 140 2Wc)

Center Taped-Horseshoe Taped 80.5 2 170

Center Taped-Horseshoe Embedded 44 5 0 < 20 200300

Horseshoe Embedded-Center Tiped 26.5 0 100 2C0

Floor Pair Taped (Parallel) 14 0 <10 2(V
. .100
. Center Taped-Wall 7Front Ceiling 317.5 3 180

H/S Embedded-Wall 4' Front C,iling 31.1 0 150 300

H/S Embeddcd-Wall 7' Front Ceiling 13 0 40 200

Total 89

NOTE: Floor pair yielded lower noise and reduced false alarm rate for Building 975, Eglin AFB, FL.

mV= millivolt
1l/S H orseshoe
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SECTION III. CONCLUSIONS AND RECOMMENDATIONS

A series of tests were performed which included moving and replacing cables to confirm a
significant source of the false alarms could be attributed to the suspended ceiling within the
detection zones. AC wiring, leading to electrical appliances within a building and within the PINTS
RF field whose length changes upon relay or thermostat activation, could cause a major problem for
the system if not installed properly. The "Antenna Effect" and the "HOT" lead-in problems were
related to the installation of the system. With the development of a Selection, Application and
Installation Guide (SAIG), to include PINTS, this problem could have been resolved or greatly
reduced. A continued effort is recommended to collect intrusion data for the system including false
and nuisance alarm signatures to enhance the PINTS data base. The following conclusions are
supported by the PINTS data base:

1. The sensor performance is very dependent on proper installation.

2. The sensor is capable of good detection performance with low NAR/FAR when installed in a
"quiet" environment such as bunkers, igloos, and magazines.

*. 3. The sensor cable geometry (tight cable bends) driven by small room size is not conducive to
good sensor performance.

4. The "Antenna Effect" influence on NAR/FAR can be minimized by proper installation and
application of the sensor.

5. For properly selected sites and correctly installed systems, PINTS performance will meet or
exceed requirements, and become a formidable new sensor in the Advanced FIDS sensor program.

It is recommended that:

1. Extensive additional testing be performed to fully characterize performance, capabilities, and

limitations.

2. Collected knowledge based on different installations be considerably expanded.

Based on the test results and a study of operational considerations, it was determined that the PINTS
concept is feasible and practical. This report has been an attempt to summarize the engineering
investigation and testing to date of a new interior intrusion detection sensor being developed for tri-
service applications. All testing demonstrates that the PINTS offers the potential for performance
and operational benefits currently not available from any other interior sensor. The PINTS is

expected to significantly contribute to the repertoire of the FIDS sensor family.
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PINTS/EGLIN APPENDIX A F,.

INVESTIGATION OF PINTS-II PERFORMANCE AT EGLIN AFB, FL.

EG&G Energy Measurments, Inc. - Kirtland Operations

17 November 67

1. Introduction

PINTS-II is a ported-coax interior intrusion sensor which is

currently under development for Belvoir Research. Engineering and

Oeveiooment Center (BRDEC). The development contractor is

Communications Devices Corp. (ComDev)• a Canadian subsidiary of

Control Data Corp.

Earlier this year. tests were conducte. c : PINTS---

installations at Eglin AFB, Florida. as part o + t..c ]oncept

Evaluation Program (CEP). Significant performance por_ M re

noted durinq the test (numerous false or nuisance alaros

Because of EG&G's knowledge and previous experience witn tnis

sen sequent to the test BRDEC requested that EG&G visit

Eglin AFB to examine the PINTS-II sensor. installation. and

environment, and attempt, retrospectively, to determine the

causes of the CEP test problems.

0
As a result of this examination, EG&G noted several

significant findings, which are detailed below. It should be

pointed out, however, that these findings are based upon

A-1
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nmeasurements and experiments performed at the Eglin AFB test site

*' and. therefore, were not closely controlled laboratory

procedures. In addition, these investigations were conducted

several months after the CEP tests, during which time the

equipment and environment had changed.

w

'4

2. Site visits

EG&G personnel visited Eqin AFB August 31 - September 1,

1987, and again September 15 - September 25, 1987. Although two

PINTS-I1 sensors had been included in the CEP test, only one -

installed in Bldg. 975 - was still in place during this period.

This particuir sensor was reported to have been the most

troublesome during the CEP test, and was thus a reasonable object

f or investigation.

Personnel from BRDEC and ComDev were also on site during the

investigation period, and participated in the data gathering and

exoerimentation.

SA-2
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3. Field tests and experiments

I; On the first visit to Eglin AFB, EG&G personnel verified

that the PINTS-II in Bldg. 975 was still operational, and still

produced numerous false or nuisance alarms. The alarms were
unpredictable but frequent, sometimes as often as every two or

three seconds.

Based upon the field observations, several possible causes

were postulated. These are listed below.

a. The introduction, removal, or change in length of any

electrical conductor within the PINTS-II RF sensing

field will disturb the field and cause a change in RF

enerqy received by the PINTS-II. Such conductors act,

in effect, as passive antenna elements. If the energy

change were large enough, the PINTS-I would be

expected to alarm.

*At least two possible sources of this "antenna effect"

were present in Bldg. 975: a suspended-grid ceiling,

and electrical equipment wiring (switches, thermostats,

* telephone equipment) within the PINTS-II RF fields.

The suspended-grid ceiling was a typical 2' x 4'

formed-metal grid suspendinq fiberglass ceiling tiles.
.^
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PINTS/EGLIN PG. 4

The individual metal sections of the grid were in

physical contact, and would be expected to produce

random and intermittent (due to accidents of

manufacture and corrosion) electrical connections

between the elements.

b. Electrical noise (EMI) may nave been a cause of fal.

alarms.

c. Large, unbalanced current flows can affect the magnetic

properties of nearby ferromagnetic materials, changing

their permeability. A possible example would be AC

*wiring in conduit. If the ferromagnetic materials were

within the PINTS RF field, then varying load currents

could produce a varying effect on the PINTS RF field.

EG&G, ComDev and BRDEC personnel conducted series of field

tests and experiments to try to isolate and identify the above

% effects. These tests are documented and explained in detail,

with accompanying data, in EG&G field notes. Due to the limited

time for preparation, and the very severe constraints imposed by

the field environment, the tests were not at all rigorous, and

did not aiways produce conclusive results. Nevertheless, at

A-4
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least one clear pattern emerged, as explained below.

3. Results of field tests.

a. The "antenna effect".

This was found to be a very significant problem. The

suspended ceiling was the primary contributor. As

Nnoted above, the ceiling's metal grid is constructed of

hundreds of metal elements, each approximately two feet

in length, and each capable of making unpredictable

electrical contacts with neighboring elements. The

PINTS-II uses a carrier frequency of 60MHz0 with a

corresponding wavelength of 16 feet. A two foot

conductor (one-eight wavelength) can easily act as an

antenna element.

Very small forces applied to the suspended ceiling

' (using a wooden broom handle) reliably produced alarms.

The ceiling could easily be expected to experience such

forces due to normal temperature and pressure changes

Sthroughout the day.

*Electrical appliances (floor heater, etc.). or the AC

A-5
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W,

wiring to such appliances, within the PINTS-II RF field

were observed to cause alarms when the appliances'

thermostet* changed state (i.e., from open to closed or

vice-versa) whether or not AC power was applied.

Nearby telephone equipment within the PINTS-11 RF field

was also observed to cause alarms. This equipment

included line-connect relays, which, when actuated,

changed the lengths of many conductors in the building.

b. EMI effects.

4'.

With the limited resources available in the field,

there was no conclusive evidence for EMI-induced

% alarms. It was very difficult to devise an EMI

experiment that was not also strongly, or

4. overwhelmingly, influenced by "antenna effects"

associated with the intended EMI source.

'-4' The suspicion exists, however, and luther testing in a

laboratory environment is indicated.

A-6
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Electrical equipment and appliances also may have

contributed to the CEP test problems. In any case, they are

serious potential sources of alarms. Eliminating their effect

would require complete shielding of the appliances and wiring,

and controlling their use within an area protected by PINTS-II.

Eliminatinq antenna effects from the environment may be

possible: however, it would certainly necessitate significant

front-end effort at each site. A careful, competent site survey

would be required: the surveyors would need to understand the

iprinciples nvolved, since some of potential "antennas" could be

very subtle (metal cases, hidden thermostats, hidden wiring,

adiacent metal objects that might intermittently touch).

Considerable effort would be required to remove or shield such

antennas.

5. Further comments.

It is possible that some of the difficulties encountered at

Eglin AFB might be remedied by changing the either the physical

environment, the PINTS-II design, or both. As noted above, the

requisite changes to some environments would appear to be very

costly. Other environments, such as bunkers, might require

little or no change.

A-8
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Changes to the PINTS--II design, particularly the software

processing, might allow recognition of intruder "slgnatures", and

thus improve rejection of false alarms. Preliminary discussions

indicate that this may be difficult to achieve without

intriucing vulnerabilities. Further research on this subiect is

indicated.

During the field investigation, very little consideration

was given to the intrusion-detection performance of the PINTS-II.

Due to the high false alarm rate, the sensors' alarm thresholds

were set to levels that were unreasonably high (i.e.,

insensitive) from a intrusion-detection viewpoint. Levels of

300mV to 900mV were apparently used during the ,'EP test.

* Previous experience indicates that levels under mV are

necessazy for proper detection. Thus, the detection per ormance

during the CEP test was driven by false alarm concerns. nd is

not at all indicative of PINTS-II detection capabilities.

The PINTS-II sense cable geometry utilized in Bldg. 975 has

been questioned by ComDev. It does not appear to lie within

fully characterized performance boundaries. In particular, tight

cable bends and small room dimensions are known to affect the

PINTS-II detection perfcrmance.

A-9
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EXECUTIVE SUMMARY

Although results obtained at the Eglin Air Force
base test facility initially failed to achieve

e-pected levels of FAR performance, the subsequent

Engineering Test Results Analysis and many hours of
detailed additional testing, the source of the high

FAR problem has been positively identified, and

performance again confirmed.

With the FAR alarm source identified, and with

the benefit of "20/20 hindsight", it is evident that

this problem might have been avoided or at least
minimized, by the use of better installation

instructions and procedures not available at the time
' of initial system installation.

Based on the analysis of test results conducted

by Ft Belvoir Research Engineering and Development
Center, EG & G Consultants, and Computing Devices, the

following recommendations are offered:

•a) Ensure that the next phase of the program

includes appropriate effort and tasking to
properly define, test, and recommend a

V. Standard Site Selection Criteria, and

General Installation Procedures

b) Ensure that the next phase of the program

includes a task to evaluate and test
electronic techniques to further reduce

installation restrictions, identified by
this series of tests, while maintaining the

current high Pd performance.

c) Include as part of the next program phase, a

cooperatively based, User/Developer series
of test requirements, where various types of
Facilities and resources may be defined to

be typical of resources to be protected, and
*tested accordingly.
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A BACKGROUND SUMMARY

Prior to commencement of testing at Eglin Air
Force Base, the PINTS systems had been under test,
both at the Computing Devices Test Facility, and at
Ft. Belvoir. Testing included EDT, DT-1 and DT-IA,
with all of the test results during those tests
indicating sensor performance well above original
design requirements.

During all of these tests, the false alarm rate
was considered to be well below specified requirements

will the detection performance, especial at slow
speed, was an order of magnitude better than the

*' specified requirements.

It is also significant that the "Installation
Knowledge Envelope" for this new type of Sensor was
primarily gained from the installation of the two

storage facilities at Ft. Belvoir, with restricted

tested done in other facilities.

* Confined by a small installation knowledge
d experience base, and the fact that installation

procedures and detailed site selection guidelines had
not yet been refined, both the choice of test site,

and the installation procedures used, could now be
considered to be significant contributing factors to
the poor test results initially obtained.

Clearly, th higher than expected false alarm
rate experienced at the Eglin Test site was not
typical of the performance shown by the Sensor during
any aspect of the previous tests, and deserved an
appropriate investigation.

In summary, the following pages briefly outline:

%• A summary of the factors initially
believed to be possible sources of the
high FAR rate.

-" Results of the investigation to reduce
and determine the FAR source.

- .A brief conclusion based on the results
* of the test results analysis.

%%

%%
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RESULTS OF INITIAL TEST INVESTIGATIONS

-.. :Each of the suspected sources of high FAR were
, individually isolated and evaluated as follows.

1. Sensor Hardware Integrity
at 

the

Upon arrival at the Eglin test facility, and
without any hardware, or installation changes, an

.,_. "as installed" investigation of the sensor
hardware was performed. Upon investigation, it
was found that although one cable connector was
of questionable integrity and a stimulus unit did
not seem to be functioning as expected, the
sensor hardware was found to be functioning
normally, and with the threshold and detection
parameters still set where they were initially
left, prior to start of CET testing.

Neither the connector problem nor the
stimulus problem cou ld have significantly
contributed to the high FAR, and were repaired

* such that testing Could continue.

2. Internally / Self Generated FAR alarms

A series of tests which eliminated all
probabilities of externally generated FAR alarms
were done. The results of these tests indicated
that the FAk torce was not internal to the
electronics unit, and mutt therefore be external
to the PINTS electronics unit. These tests
ncluded using a battery to eliminate power input
sources, tem nati on of all receiver and

% transmitter prts to preclude external EMI/RF
Sources, and various FIDS and FIDSIM tests to
eliminate sources caused from control/link
interfaces.

*@ The results of these tests clearly indicated
that the FAR source wa not internally or control
link generated.

%
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External Electromagnetic Interference (EMI)
Sources.

With the use of broadband EMI source
monitoring equipment, over the period of several
days, an attempt to correlate FAR alarms to
specific spectral activity was attempted.

Although during this test period, a significant
number of FARs were logged, no conclusive

V correlation to external EMI events could be made.

Although not specifically conclusive, the lack of
a clear correlation of events was judged to be an
indication that EMI sourced FAR's were very

unl i kely.

4. Local traffic or phenomena near Facility, but
outside detection zone.

Once again, with the sensor performing in
the same fashion as during the CET tests,

* external events such as vehicular traffic, local
aircraft taikiing near by, and physically moving
various building structures were done and an

attempt to correlate these activities with FAR
alarms.

In most cases, little to no correlation or
repeatable occurrences of events was obtained.

In several cases, however, actions such as
4. opening and closing certain wooden doors within
4 the building seemed to correlate loosely with the
4FAR alarms, as did the starting of a water cooler

well outside of the apparent detection zone.

5. Events occurring within the detection zone

Of particular interest, in both of the rooms
* under test, a suspended ceiling structure was

located well inside of established detection
zones. A series of test involving both the
moving of the cables to preclude the ceiling from
the zone and a series of phenomenology
confirmations tests were done that confirmed a

* significant source of FAR alarms could be
attributed to having the suspended ceiling within

- . the detection zone.
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It was also noted that the

closing of doors mentioned in item 5

the effected of causing a room to rc
deferential, that in turn caused tt
ceiling to noticeable move.

A series of tests were then dor
performancei with different cable/zone

scenarios that added confidence to thf
that a significant FAR source

identified. (Suspended ceiling)

'6. Installation Techniques and Procedure!

In addition to the FAR source,
above, it was also noted that perforr

smallest of rooms was likely being a-
field coupling mechanisms that effec

the Le.ad-in cables "Hot', and
detection zone, and thereby allowin(
sources. (Water cooler' Use of Ferri-

"Deaden" the hot lead-ins were of som
the most practical solution for ef
sensor performance is simply to do

installation techniques to -lminate
problems.

Also noted were F'd variations nt,

were the transmitter and receiv- -

significantly different lengths.
installation guidelines would t

this variation.
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V

TEST ANALYSIS CONCLUSIONS

The results of the test analysis at Eglin AFB,

are indeed positive and encouraging. Although

unexpected at the onset of the CET tests, these tests

have contributed to a better understanding of

necessity of better installation and site selection

guidelines, and the need to continue to deploy and

improve the installation knowledge data base, such

that production systems will benefit from the
collection of this experience base.

All of the problems identified are generally

solvable with either better installation procedures
and/or sensor performance enhancements that reduce
installation restrictions.
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